HNuadopManmnoHHaa NaMATKA JJIA O0YJIAIOIIXCA 1A pa3dMenle HUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HMHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHU 13
CaMbIX aKTUBHBIX I10JIb30BaTe/ el PYHeTa. Memy TEM, IOMHNMO OI'POMHOI'O KOJIM4YECTBa
BOBMO}I(HOCTGI;JI, HWHTEPHET HECET U HpO6J’IeMI)I. dTa mamsaTKa AOJI2KHA ITIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomImbroTepHbBIE BUPYCHI

KommbioTepHBINI BUpPyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOTYT MHOBPEIUTh WU IMOJHOCTbIO YHHUUYTOXKUTH BCE
daiiel ¥ AaHHBIE, IOAKOHTPOJIPHBIE IIOJIB30BATENI0, OT HMMEHU KOTOpOro ObLia
3amyllleHa 3apak€HHasd MPOorpamMmMa, a TakKe MNOBPeJUTh WM JlaKe YHUUYTOXKHUTH
ONEPAIMOHHYIO0 CHUCTeMY cO BceMH aillaMu B 1eJioM. B OOJIBIIMHCTBE CIIydaeB
pacIpoCTpaHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnionp3yil coBpeMeHHBIE OIlepalliOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBiuBai mavtu (U@POBBIE 3aILUIATKUA, KOTOPBIE aBTOMATUUYECKH
YCTAaHABJIUBAIOTCA C IIEJIbI0 JIOPAaOTKM IPOTrpaMMbl) W Jpyrue OOHOBJIEHUS CBOEH
omepanuoHHOU cucteMbl. CKaumBal UX TOJIBKO C O(PUIIMAIIBLHOTO calTa pa3paboTumka
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe 1107, IpaBaMU I10JIb30BaTesIsd, a He a/IMUHUCTPATOpa.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MMPOTPaMM HHCTAJIMPOBATHCS HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. Mlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI M3BECTHBIX IIPOU3BOJIUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannusb GpU3UYECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Vcniosip3yii BHeNIHKE HOCUTeIU NHOpMAaLY, Takue Kak dienka, JUCcK win daii us
WHTEpPHETA, TOJbKO 13 PO epeHHBIX NCTOYHUKOB;

7. He oTKpbIBall KOMHbIOTepHBIE (alIbl, OJIyYeHHbIE U3 HEHAJEKHBIX NCTOUHUKOB.
Haxe Te dailyibl, KOTOpble MpUCIal TBOU 3HAKOMBIN. JIydllle yTOUHU Yy HETO, OTIPABJIAI
JIX OH Tebe uX.

Cetu WI-FI

Wi-Fi - 9To He Bu/i lepefauu JAaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpeH/1, Mapka. Eiie
B 1991 Trofy HuUJepJaHjcKasd KoMIaHus 3aperucrpupoBasia 6penz; « WECA», dro
obosHauano cioBocodyetanne «Wireless Fidelity», koTopsiii TmepeBoAMTCA Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hamiero BpeMeHM /iolIa Jipyrass abOpeBuaTypa, KOTOpas SBJSETCA TaKOM ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JAaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKOBOU TexHUKU Hi-Fi, 4To B mepeBojie O3HAYaeT «BHICOKAS
TOYHOCTb».



Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrWMe 3KCOepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAIoTCA 6€30IIaCHBIMH.

CoBerTbl 110 6€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYH HWHMoOpManuio depe3 obmenoctymable Wi-Fi ceTtu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMePa;

2. Mcnosp3yit 1 0OHOBJIAM aHTUBUPYCHBIE ITPOrPaMMBbI B Opanamayep. Tem camMbIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnbpzoBanmu Wi-Fi otrimoun ¢yskiuio «O6muil goctyn k daiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphlTa 1[I0 YMOJIYAHUIO, OJHAKO HEKOTOphIe
MI0JIb30BATEIN AKTUBUPYIOT €€ /71 y/I00CTBA UCIIOIb30BaHUA B paboTe win yuebe;

4. He ncnonp3yit mybsmmunasiin WI-FI 11 mepemaun JTUYHBIX JAHHBIX, HAIIPUMeEp JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO [IOUTY;

5. WUnonwp3yil Tospko 3amuiieHHoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aspeca BBOAYU UMeHHO «https://»;

6. B wmob6wibHOM TestedoHe OTKIOUM GyHKOH «Ilogkimoyenne k  Wi-Fi
aBTOMaTHuYecKu». He moIyckail aBTOMaTH4YeCKOr0 MOAKIIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

CoruayibHbIE CeTH aKTUBHO BXOJISIT B HAIITy YKU3Hb, MHOTHE JIFO/IH PAOOTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTrprpoBaH MUJLIHAP]] YEJIOBEK, UTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTeJIeH ITaHeThbl. MHOrme II0J1hb30BaTeIM HE MOHMMAIOT, YTO
nHopManus, pa3MellleHHAass UMU B COIIUAIBHBIX CETAX, MOXKET ObITh HalJieHa u
HCIIOJIb30BaHAa KEM YTOJHO, B TOM YHcJyIe He 00s13aTeIbHO ¢ 6J1aruMu HaMepeHUsIMU.

OcCHOBHBIE COBETHI 110 0€30IaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amminan CBOI YaCTHYIO KU3Hb. He ykaswpiBall maposu, TesedOHBI, aipeca, AaTy
TBOETrO POXKJIEHUS U APYIyI0 JUYHYI0 WHQOpMamuo. 3JIOyMBIINUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGOPMAIIUIO O TOM, KaK Thl M TBOU POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulo - IEPKHU €€ B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE TTOJIH30BATEN BUJIEIH, UTO ThHI 3arpykaenib? [logymaii, mpexae yem
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecoix ThI TOBOPHUIIIB C JIFOABMU, KOTOPBIX He 3HAEIb, HE HCII0JIb3YU CBOE PeaJIbHOE UM
U APYTYIO JINUHYI0 MHOPMAILINU: UM, MECTO KUTEJIbCTBA, MEeCTO y4ebObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHUE;

6. [Tpu perucrpanuu B COIUATLHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJIOKHBIE ITAPOJIH,
cocrosmue U3 OykB U HUQP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, MOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCII0JIb30BATh Pa3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBINIJIEHHUKH MIOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

ONIeKTPOHHBIE JIEHBI'M — 3TO OUYEeHb yOOHBIM cHOCO0 IIaTesked, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U UMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHU GYHKITMOHUPYIOT U O HUX Y3Ke IIPOIMCAHO B 3aKOHE, T7Ie UX Pa3/IesIai0T
Ha HECKOJIBKO BH0OB - aHOHUMHBIE U He aHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE -
9TO Te, B KOTOPBIX paspellaercsi IPOBOAUTH oOlepanuu 0e3 uaeHTUGUKAINH
[I0JIb30BaTesA, a B HEAHOHHUMHBIX HAeHTU(GUKAIMH II0JIb30BaTessA SIBJIAETCS
00s13aTeIbHOM.

Taxske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (puaTHBIE JeHbrd (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(HUATHBIE JIEHbI'H (He PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesiedOH. DTO camMbIil yAOOHBINH U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpruBsA3aHHbBIN TesieOH TOMOMKET, eCJIu 3a0yZellb CBOM
IUIATEXKHBIN TIapOJIb UJIU 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Vcnosib3y# ojiHOpa3oBble maposu. [Tocie mepexo/ia Ha yCUJIEHHYIO aBTOPU3AIUIO Tebe
y:Ke He Oy/IeT yIpoXKaTh OIMIACHOCTh KPayKH WJIH TIepexBaTta IJIaTeKHOTO [apoJis;

3. Beibepu ciioxkHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YrafaTh CJIOKHBIHN
naposib. HaziesxHbple maposii — 3TO MapoJiv, KOTOpble COZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B €051 CTPOYHBIE U IPOITUCHBIE OYKBBI, ITU(PBI ¥ HECKOJIBKO CUMBOJIOB, TAKHE
KaK 3HaK JloJiapa, pyHTa, BOCKIUIATeIbHbIN 3HaK U T.II. Hanmpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIeKTPOHHAS ITOYTA — JTO TEXHOJIOTUS U IIPEAOCTABJIsIEMbIE €0 YCIYTH IO IePEChUIKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COOOIEHUI, KOTOpPhIE pacHpeAesssioTcd B KOMIBIOTEPHOU
cetu. OOBIUHO 5JIEKTPOHHBIA TIOYTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
HUMs_T0JIb30BaTeNA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul IPOCTOrO TEKCTA, UMeeTCs
BO3MO>KHOCTH IlepeiaBaTh (haiisbl.

OcHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOU MOYTOMU:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
TIepBBIN B PENUTUHTE;

2. He yka3piBail B JIUYHOU mouTe JINUHYIO wHpopManuw. Hanpumep, jydiie BoIOpaTh
«MY3BIKaJIbHBIN_(haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOT/[a IOMHMO HapOoJIsi HY?KHO BBOJHUTD
KO/JI, MpUChLIaeMbIH 110 SMS;



4. BpiObepu cJIOKHBIN maposib. 1 KaXkIOro IMOYTOBOTO SIIHUKA JOJDKEH OBITh CBOU
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBEPsEIIb. ITO JEKTPOHHBIN a/ipec He HaJI0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpBIBali hatiyIbl ¥ IPYTHE BJIOKEHUS B IUChMAaX JIaYKe €CJTM OHU ITPUIILTH OT TBOUX
npy3ei. Jlydiile yTOUHH y HUX, OTIIPABJISIIA JIK OHU TebOe 3TU aiiibl;

8. ITocsie okoHYaHUS pabOTHI HA ITIOYTOBOM CEPBHICE MEPE]] 3aKPHITUEM BKJIAJKH C CAUTOM
He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy IMHT WX BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TIpecyiefloBaHWE COOOIMEHUSMU, COAEPKAIMUMH OCKOPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOWUKOTHPOBAHUE C IIOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He 6pocaiicst B 60#. JIy4muii crioco0: mocoBeTOBaThCA Kak ce0sI BECTH U, €CJTU HET TOTO,
K KOMYy MOXKHO OOpaTUTBhCS, TO BHAaYajle YCIOKOUTHCA. ECM ThI HAYHEIIb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHM S, TO TOJIBKO eIle OOJIbIIe Pa30KIKelTb KOH(DIIUKT;

2. YrpasJisii cBoel KubeppelyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr XyMTaHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/THUTETHHO;

5. Cobutroait cBOY BUPTYaTbHYIO YECTH CMOJIOZY;

6. Irnopupyii eTuHUYHBIN HeraTuB. OZJHOPa30BbIe OCKOPOUTETbHBIE COOOIIIEHUS JIyUIIle
urHopupoBaTb. OOBIYHO arpeccus MpeKpaIIaeTcs Ha HaYaJIbHOHU CTaInu;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MITHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKU COODIIIEHUH € OITPeIeJIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeHMCTBUS OIIEHUBAIOTCS HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS TIOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

Mo06ubHBIH TeedoH

CoBpemenHble cMapT¢OHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
(byHKIIOHAJI, 1 TEEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMH KOMITHIOTEPAMU.
OnHaKo, Cpe/iCTB 3alUTHI JJIs O/I00HBIX YCTPOMCTB IT0Ka OUueHb Masio. TectupoBaHue u
MIOKCK ysI3BUMOCTEN B HUX IPOUCXOJIUT He TaK UHTEHCUBHO, Kak ai [1K, To ke camoe
KacaeTcs U MOOWIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIEe MOOMJIBHBIE Opay3ephl yiKe TPaKTUUECKU JOTHAIU HACTOJIbHbIE aHAJIOTH,
O/THAKO paciupenre GyHKIIMOHAIA BJIEUYET 32 COOOU OOJIBIIYIO CJI0KHOCTh U MEHBIIIYIO
3aIHUIIEHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(i)OHaZ

1. Huuero He sBjIsieTCA MO-HACTOAIIEMY OecIIaTHBIM. By/ib 0CTOpOXK€eH, BeZlb Koria Tebe
MpeajiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
yCIIyruy;

2. Jlyma#i, mpexxjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOYHO 3HAEID, T/I€ OHU
OyAyT B KOHEUHOM HTOTE?

3. Heo6xo11M0 0OHOBJIATH ONlEpAallIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vlcnob3yii aHTUBUPYCHBIE IPOTPaMMBI /IJIs1 MOOMJIBHBIX TeIe(pOHOB;

5. He 3arpy»xail npuioKeHUsl OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZIEPIKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOrO Kak ThI BBIMJEIIH C CAlTa, I/e BBOAWII JIMYHYI0 UHGpOpPMAaLHIo, 3aUU B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuoguuecku NpoBepsAl Kakue IJIaTHbIE YCIIyTH aKTUBUPOBAHbI HA TBOEM HOMeDe;

8. JlaBaii cBOM HOMep MOOMJILHOTO Tejie)OHA TOJILKO JIO/ISAM, KOTOPBHIX Thl 3HAEIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IOJb3yelrbcs. He 3abbiBaii
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIUE pPa3BJI€UYEHUS,
00beIUHSIONINE COTHU THICSY YEJIOBEK IO BCeMY MUPY. VITPOKH HCCIIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHSIOT 3aJ]JaHHsA, CPAXKAIOTCA C MOHCTPAMHU H
MOJIy4alOT OIBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAKOT JHCK, OIUIAYUBAIOT
aOOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce aTtu cpezcrtBa uAyT Ha NOAJep;KaHUME U pa3BUTHE UIPHI, a TaKKe HA CcaMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMbI aBTOPU3AIINH, BBIITyCKAIOTCSA HOBBIE MTATIH
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPpHUKOB, CKOJIBKO KpaXu
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s MJI0X0 WM CO3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpYU
€ro B CIIMCKE UTPOKOB;

2. HO)KEUIYIL/'ICH AAMHUHHUCTPpATOPAM HWIPDbl Ha IIJIOX0€ IIOBEAECHHE OTOIr'O HUIPOKa,
JKeJiaTeJIbHO ITPUJIOZKUTD KaKHe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi HeopuImabHble IATYH U MOJIBI;

6. Mcnosib3yli C103KHbBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTphl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO He YAUBHUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUM 3JIOYMBINIEHHUKH II€PEMECTHJINCh B MHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsl «JTIOOUMBIM» JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA VTN (DUIIMHT, TJIaBHAs 1€JTh
KOTOPOTO COCTOUT B TIOJyYeHWH KOHOUAEHIMAJIbHBIX JAHHBIX II0JIb30BATEJIEH —
JIOTUHOB | naposieii. Ha anriniickom sizbike phishing unraercs kak ¢gpummuar (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThlI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh a/IMUHHUCTPATOpaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Mcmosp3yii Oe30macHble BeO-CaliThl, B TOM YKCJIE, HHTEPHET-Mara3nHOB U MIOUCKOBBIX
CHUCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JI0MAIOT, TO
3JIOYMBINIJIEHHUKY MOJIyUYaT IOCTYI TOJIBKO K OHOMY TBOEMY MPOQUIIIO B CETH, & HE KO
BCEM;

4. Eciu Te6s1 B3s10MAasu, TO HEOOXOAUMO MIPEAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOSA B IPY3bAX, O TOM, UTO Te€OS B3JIOMAJIA U, BO3MOXKHO, OT TBOETO UMEHU
OyzieT pacchLIaThCs CIIaM U CChUJIKU HA (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHeHHe MmapoJisi B Opaysepe;

7. He oTkpbIBali Al ¥ IPYTHE BI0KEHHU B TUChMAaX JIaYKe €CJTM OHU MIPUIILIH OT TBOUX
npy3ei. Jlydiile yTOUHH y HUX, OTIIPABJISIIIA JIM OHU Tebe 3TU Qaiiibl.

[Mudposas penyranusa

[MudpoBas pemnyTaius - 5T0 HETATUBHAsA WIN MO3UTHUBHAA UHGpOPMAIUs B CETU O Tele.
Komnpomerupyomniasga uHadopmanus pasMellleHHas B HHTEpPHETe MOKET CePhe3HbIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popMupyeTcs u3 nHGopManuu o Tebe B MHTEPHETE.

TBOe MeCTO KUTeJIbCTBA, yueObl, TBOe GUHAHCOBOE M10JI0KeHNe, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHUX - BCe 3TO HaKaIJINBAeTCs B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VHTepHeTe, He TOHUMAsT BO3MOKHBIX MTOCJIe/ICTBUM. ThI Jla’ke He CMOJKEIIb I0TalaThCs
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajla IPUUYUHON 0TKa3a MPUHATH
TebOs1 Ha paboTy.

KommenTapuu, pasmemieHne TBoux ¢ororpaduili u Jpyrue JeWCTBUS MOTYT HeE
HCYE3HYTh JlaXKe TOCJIe TOTO, KaK Thl UX YAAJIullb. Thl He 3HAEIlb, KTO COXPAHUJ BTy
nHdOpManuio, Momnaja Ju OHa B IOUCKOBBIE CUCTEMBI M COXPAHUJIACH JIU OHA, a TJIaBHOE:
YTO MOAYMAIOT O Tebe OKpy:Kalolllee JIIOJIN, KOTOpble HAWAyT U YBUAAT 3T0. Haiitu
MHGOPMAIINIO0 MHOTO JIET CILYCTSI CMOKeT JII000H - Kak U3 J0OPBIX NOOYKEeHUH, TaK U ¢
HaMepeHUeM NIPUYNHUTH BpeJl. ITO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITU(PPOBOU PEIYTAIIUH:

1. [Tomymaii, mpexze uem 4To-TO IIyOJIMKOBATh U TepefaBaTh y cedsa B Osiore wiud B
COILIAJILHOM CETH;

2. B HacTpolikax npoduiig yCTAaHOBU OTPAHUYEHU HA IIPOCMOTP TBOETO IPOQUIA U ero
COJIEPKUMOTO, CZleJIall €T0 TOJIBKO «JJISA Ipy3ei»;

3. He pa3memaii 1 He yKka3bsIBali HHGOPMAIHUIO, KOTOPAs MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKU- AaKTHUBHBIE II0JIB30BATEMU I[U(GPOBOTO IPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MMOJIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IU(MPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPaB Ha UHTEJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJUIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX H300peTEHWIl W 3HAKOB, 0003HAYAIOIUX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHYMBasg KHUTaMH, (otorpadpusmu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHHUSA
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KaueCcTBEe TapaHTUHU
TOTO, YTO UHTEJJIEKTYaIbHBINM/ TBOPUECKUH TPY/, aBTOPa He Oy/IeT HAlIPACHBIM, AACT €My
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa Pe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Ipu3HaHue. Hukto 6e3 paspeleHns aBTOpa He MOXKeT BOCIIPOU3BOIUTD
€ero TMpOU3BeJieHHe, PaCIpPOCTPAHATh, IIyOJUYHO J€MOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIUMYHO UCIIOJHATH, TOKA3bIBATh/UCIIOHATh B
adupe uim pa3MmeniaTts B IHTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOIO OOecIleueHusI MOXKeT IIPUBECTH K
MHOTHM pHCKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOUCTBA, TJle YCTAHOBJIEHHBIN He JierajibHas mporpaMmma. He cTout Taxske 3a0bIBaTh,
YTO CYIIeCTBYET JIeTaIbHbIE U OecIIaTHbIE TPOrPAaMMbI, KOTOPbIE MOXKHO HANTHU B CETH.

O noprase

CereBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CUTYalliu OOPATUTHCA 32 COBETOM. A TaKKe IPUHATH y4acTHe B KOHKypcax
U CTaTh CAaMbIM IU(PPOBBIM I'PAKIAAHUHOM!






